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Introduce to Some Network 

Statements

Workgroup & Domain Networks

 Point to Point & Client Server

Group Policy

 IP

 Subnet Mask

 Ping
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Introduce to Some Network 

Statements

Hub

 Switch

Router
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Cable Topologies

Bus

Ring

Star

Mesh
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Bus Topology
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Ring Topologies
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Mesh Topologies
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Star Topologies



Cable Types
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Twisted Pair:

UTP (Unshielded Twisted Pair)

STP (Shielded Twisted Pair)

Coaxial

Fiber Optic



UTP Cable
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STP Cable
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Most Common Types of Ethernet
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Common 

Name

Speed Alternative

Name

Name of 

IEEE

Standard

Cable Type,

Maximum 

Length

Ethernet 10 Mbps 10BASE-T IEEE 802.3 Copper, 100m

Fast Ethernet 100 Mbps 100BASE-TX IEEE 802.3u Copper, 100m

Gigabit 

Ethernet

1000 Mbps 1000BASE-T IEEE 

802.3ab

Copper, 100 m

Gigabit 

Ethernet

1000 Mbps 1000BASE-LX, 

1000BASE-SX

IEEE 802.3z Fiber, 

550m(SX) 5km 

(LX)



Coaxial Cable
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Coaxial Cable 

(Original Ethernet Standards)
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Name Cable MAX Nodes

10Base5 Thick Coax 500m 100

10Base2 Thin Coax 185m 30



Fiber Optic Cable
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Ethernet UTP Cabling
(Unshielded Twisted Pair)
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Straight Through

Cross Over

Roll Over



UTP Cabling Standards
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TIA/EIA 568A :

TIA/EIA568B:

(Telecommunicational Industry Association /Electronic 

Industries Alliance)



UTP Cabling Standard Colors
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Green/White       Green

Orange/White     Orange

Blue/White         Blue

Brown/White      Brown



TIA/EIA 568A
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TIA/EIA 568B
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Straight Through (1)
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Straight Through (2)
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Cross Over
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Roll Over
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Roll Over
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Device Connections
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PC to PC: Cross

Switch to Switch: Cross

Router to Router: Cross

Hub to Hub: Cross

PC to Switch: Straight

Switch to Router: Straight

PC to Router: Cross

Switch to Hub: Cross



Device Connections

27

Devices That Transmit on 1,2 

and Receive on 3,6

Devices That Transmit on 3,6 

and Receive on 1,2

PC Hub

Router Switch

Cross

Straight



RJ45 Socket
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Required Devices for Cabling
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RJ45 Socket Pliers

RJ45 Socket

UTP Cable



Network Simulators & Emulators

VM Ware

 Packet Tracer

GNS3
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VM Ware

 Install VM Ware:

 Installing Operation System in VM Ware:

 Insert WIN Disk / File Menu / New / Virtual Machine / Typical / 

Installer Disk? / Product Key? & Password? (Optional) / 

Machine Name? & Destination Address to Save? / Disk 

Capacity? / Finish . .
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VM Ware

 Secondary Settings After Install Operating System:

Right Click on Machine Tab / Settings / Hardware Tab

32



Changing SID

What is SID?

Why we need to change SID?

Change SID Methods:

 New SID

Sysprep (Win7)

Run: Sysprep.exe  (C:\ Windows\ System32\ Sysprep\ Sysprep.exe) \
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Connecting Operating Systems

Connecting Systems in Real World:

Connecting Two Systems by Cross Cable

Connecting more than two Systems by Switch and Straight  

Cable

Connecting System in VM Ware:

Pre configuration in VM Ware as follow:

R Click on Virtual Machine Tab & Setting / Network Adapter/ Select One 

of the “Network Connection” Offers . . .
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Requirements for Connecting Two or 

More Systems together

 1) Physical Connectivity

 2) Network Connection Setting (Just for Virtual Machines)

 R Click on Virtual Machine Tab / Setting / Network Adapter /

Select One of the “Network Connection” Offers . . .

 3) Set IP Address, Subnet Mask, DNS & Default Gateway:

35



Connectivity Test

 Ping

Go to Command Prompt (CMD) / Type “Ping Destination IP 

Address”

Note:

Firewall Off
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File & Folder Sharing

 File and Folder Sharing Methods:

Simple Sharing

Advance Sharing
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File & Folder Sharing

How we can share file and folder:

R Click on a Folder & Select Properties / Sharing Tab / √ Share 

This Folder & OK
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Permission

 R Click on Shared Folder & Properties / Sharing Tab / Determine 

Groups and Determine Permission for that Group
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Viewpoints for File and Folder 

Sharing

 1) Set Password for all users

 2) Set Firewall: Off Temporarily

 3) Set Anti Virus Firewall: Off Temporarily

 4) Run “Network Setup Wizard” (XP)

 5) Enable All Sharing Alternatives in “Advanced Sharing 

Setting” Part
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Some More Viewpoints

After running “Network Setup Wizard” firewall will 
change to On

After Password configuration, Reset system or Logon 

again

Be careful about Connected Tick (√) in Virtual Machine:

R Click on Virtual Machine Tab / Setting / Network Adapter /
Device Status / “Connected”

 “PC Name” and “User Name” on deferent systems, 
should be deferent
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Access to Shared Files and 

Folders

Run / Type “\\Destination IP address” & OK

 or

Go to “My Network Places” or “Network”
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Laboratory

Create two folders with the name of “Data” and 

“Security” on two computers and share them as the 

following permission:

PC1 can change the “Data” folder content but cannot change 

“Security” folder content

PC2 cannot change “Data” folder content and don’t have 

permission for access to “Security” folder
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Installing Loopback Adapter

Control Panel  / Add Hardware / Hardware Connected: 

YES / Select “Add a New Hardware Device” & Next / 

Select Install Manually & Next / Select Network Adapter 

& Next / Select Microsoft on the Left and Microsoft 

Loopback Adapter on the Right & Next / Next / Finish

Assign IP to Loopback Adapter
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Printer Sharing in Windows XP & 7

 Step 1: Control Panel / Open “Printers and Foxes” (Win7: 

Devices and Printers) / R Click on the Printer & Properties 

(Win7: Printer Properties) / Sharing Tab / Select “Share this 

printer” & OK

 Step 2: Go to another PC / Connect to Printer PC / Find 

Shared Printer (From “My Network place”) / R Click on 

Shared Printer & Select “Connect” then “Yes”

 Step 3: Test Printer
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Ad-hoc in Windows XP
 Step 1: R Click on Wireless Network Connection & Properties / 

Wireless Network Tab / Advanced / Select “Computer to 

Computer (ad hoc) Networks Only” & Close / Add / SSID? & 

Network Authentication: Open & Data Encryption: WEP & 

Remove √Of “The Key is Provided for me Automatically” & 

Enter Network Key & OK

 Step 2: Go to “View Available Wireless Networks” / Connect to 

the Add-hoc

 Step 3: Go to another PC and do Step 2

 Step 4: Use Shared Files and Folders 46



Ad-hoc (Win XP)
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Ad-hoc in Windows 7

Go to “Open Network and Sharing Center” / Click on 

“Manage Wireless Networks ( or Go to Start Menu & 

Type: wireless & Select “Manage Wireless Networks” ) 

/ Add / Create an Ad hoc Network / Determine Network 

Name, Network Type: WPA2 or WEP, Security Key,  

√Save this network and Next . .
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Ad-hoc in Windows 7
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Ad-hoc in Windows 7
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Ad-hoc in Windows 7

56



Ad-hoc in Windows 7
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Ad-hoc in Windows 7
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Ad-hoc in Windows 7
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Ad-hoc in Windows 8

 Step 1: Launch an elevated command prompt under 

Windows 8 (one with administrator privileges).

 Step 2: Run the following command to verify that your 

network interface supports virtualization:

netsh wlan show drivers
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Ad-hoc in Windows 8
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Ad-hoc in Windows 8

 Step 3: Now, set up the ad hoc wireless network using 

this command. Replace the parts in markup tags with 

your own choices

 netsh wlan set hostednetwork mode=allow 

ssid=<enter_network_name_here> 

key=<enter_password_here> 
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Ad-hoc in Windows 8
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Ad-hoc in Windows 8

 Step 4: Until now, your hosted network has been 

created. Now, you need to start it. Use the command 

below:

netsh wlan start hostednetwork
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Ad-hoc in Windows 8
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Ad-hoc in Windows 8

 Step 5: You’re all set, with just one thing remaining. If 

it’s not already enabled, you need to allow Internet 

Connection Sharing (ICS) for your currently-active 

internet connection. Simply head over to Network & 

Sharing Center, and in the properties for the current 

internet connection, enable ICS. Make sure to select the 

ad hoc connection under Home networking connection.
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Ad-hoc in Windows 8
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Microsoft:

MCSE:

Configuring Windows 8 (70-687)

Installing and Configuring Windows Server 2012 (70-410)

Administering Windows Server 2012 (70-411)

Configuring Advance Windows Server 2012 Services (70-412)

Design and Implementing a Server Infrastructure (70-413)

Implementing and Advanced Server Infrastructure (70-414)



70

Cisco:

CCNA:

ICND1 (100-101)

ICND2 (200-101)                                                                          

CCNP:

CCNP Route (642-902)

CCNP Switch (642-813)

CCNP T-Shoot (642-832)

CCNA (200-120) 
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